A Weyerhaeuser

The future is growing™

ldentity Management

The Password Jungle and
Quest for Single Sign-On

David Treece
ldentity-Access Management Team Lead



ldentity-Access Management
(I-AM) Goals

» Automate processes to:
= Approve/grant access to applications
= Revoke access in a timely manner

> Ensure user information Is consistent
across the Company



Access Management-specific
Goals

» Reduce the number of:

* Login accounts people must use,
hopefully to one

* Times a person must enter their user name
and password for web applications

» Adhere to SOX and IT Security policies



Many applications and resources have their own set of identity
Information, security and sign-on processes and passwords.

Director

Portal

O
) N
PeopleSoft
Custom
e Web apps File Shares
)

% O
g :




With I-AM...
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» Common information is leveraged across the Company.
» Common security processes and simplified sigh on can be reached.




Steps to Reducing Accounts

Application Security Level ‘

IT Security Policies ‘

Password Management
Access Controls
Role Definition
User; Access Reporting
User Identity Synchronization

User: Life Cycle Management




|AM Keys to Success

» Understand the business process
being automated

» Involve key stakeholders early and
set expectations

» Invest in change management (critical)
» Look for quick wins

» Plan for a phased approach



Questions?

Contact information:

David Treece
david.treece@weyerhaeuser.com



